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DI DI -- definitiondefinition

�� DigitalDigital identityidentity refersrefers to to thethe waysways and and meansmeans

thatthat identityidentity is is createdcreated and and perceivedperceived in in thethe

digitaldigital worldworld

�� ItIt definesdefines a a thingthing bothboth in and of in and of itselfitself and in and in 

relationshiprelationship to to otherother thingsthings

�� PersonPerson and and companycompany cancan havehave a a digitaldigital identityidentity; ; 

and and whilewhile a a personperson alwaysalways hashas a a concreteconcrete

identityidentity in in thethe world, world, businessesbusinesses maymay havehave one one 

identityidentity in in realreal world, and world, and establishestablish a a digitaldigital

identityidentity as as theythey establishestablish an an onlineonline presencepresence in in 

orderorder to do to do businessbusiness onlineonline





TheThe role of IDrole of ID

�� Through identity we Through identity we 
distinguish ourselves distinguish ourselves 
from each other, and from each other, and 
through this distinction through this distinction 
a host of cultural and a host of cultural and 
social social artifactsartifacts flow: flow: 
attribution of attribution of 
authorship, ownership authorship, ownership 
of houses, permission of houses, permission 
to drive, residency, to drive, residency, 
citizenship, the right to citizenship, the right to 
vote, and morevote, and more



DigitalDigital or or realreal

�� SomebodySomebody maymay choosechoose to to keepkeep an an onlineonline

identityidentity separate separate fromfrom realreal lifelife forfor manymany reasonsreasons

�� He He maymay bebe more more concernedconcerned aboutabout how one how one willwill

perceiveperceive himhim uponupon searchsearch

�� Some Some wouldwould justjust ratherrather othersothers getget to to knowknow themthem

fromfrom a facea face--toto--face face encounterencounter ratherrather thanthan a a 

possiblypossibly misconstruedmisconstrued opinionopinion viavia thethe InternetInternet

�� ManyMany of of thosethose whowho workwork hardhard to to developdevelop a a 

secretsecret onlineonline identityidentity eventuallyeventually are are exposedexposed





�� IdentityIdentity continuescontinues to to bebe managedmanaged viavia a a simplesimple
loginlogin withwith a a usernameusername and a and a passwordpassword

�� The control of my identity is in my own hands. If The control of my identity is in my own hands. If 
a site requires that I reveal my email address to a site requires that I reveal my email address to 
them, it remains my choice whether or not to them, it remains my choice whether or not to 
reveal it. If my identity is authenticated by reveal it. If my identity is authenticated by 
means of hardware address, then I am unable means of hardware address, then I am unable 
to control the release of my identification to control the release of my identification 
information; every site gets it. And if every site information; every site gets it. And if every site 
gets it, then it follows that, if I release gets it, then it follows that, if I release anyany
additional information to any site, every site additional information to any site, every site 
could get it as well, because the site has a could get it as well, because the site has a 
'trusted' association between a hardware 'trusted' association between a hardware 
address and an email address. address and an email address. 





WhyWhy we put personal we put personal informationinformation on web?on web?

�� Social approvalSocial approval

�� Liberation from norms, pressureLiberation from norms, pressure

�� Making friendshipMaking friendship

�� ReciprocityReciprocity

�� Replacement of other meansReplacement of other means

These data will stay accessible for eternity These data will stay accessible for eternity 

in diffin diffeerent context for which person who rent context for which person who 

put information did not decideput information did not decide





WhoWho willwill winwin

�� Collecting of Collecting of informainforma--

tiontion about individuals about individuals 

done by companies or done by companies or 

government is always government is always 

much quicker that much quicker that 

methods or regulatory methods or regulatory 

mechanisms which mechanisms which 

society is developing in society is developing in 

goals to protect indivigoals to protect indivi--

dual liberty and rightsdual liberty and rights





Not so Not so easyeasy

�� The virtual presence The virtual presence 

is corpusis corpus--free. There free. There 

is no body to present is no body to present 

to a third party as to a third party as 

evidence that we are evidence that we are 

indeed who we say indeed who we say 

we arewe are

�� On the internet, no On the internet, no 

identity identity claiclaimm can can 

everever be selfbe self--verifyingverifying





�� WWhilehile me may not be able to identify the person me may not be able to identify the person 
using the computer, we can establish the using the computer, we can establish the 
identity of the identity of the computercomputer, w, we now have a legion e now have a legion 
of authentication schemesof authentication schemes::

-- IPIP--based authenticationbased authentication -- aa computercomputer accesses  accesses  
internet through a limited range of IP addressesinternet through a limited range of IP addresses;;
IP addresses are owned, and it is difficult to IP addresses are owned, and it is difficult to 
spoof an IP address, a computer reporting to be spoof an IP address, a computer reporting to be 
connected through the appropriate IP address is connected through the appropriate IP address is 
deemed to be authenticateddeemed to be authenticated

-- Trusted computingTrusted computing -- a computer is deemed to be a computer is deemed to be 
authenticated if and only if it provides authenticated if and only if it provides 
credentials obtained from a 'trusted' credentials obtained from a 'trusted' 
programming space within the computer, that is, programming space within the computer, that is, 
a part of the computer's program that is a part of the computer's program that is 
inaccessible to the computer user inaccessible to the computer user 


